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In this paper, we introduce the family of UCON ABC models for usage control (UCON), which integrate 

Authorizations (A), oBligations (B) f and Conditions (C). We call these core models because they 
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Unauthorized copying of movies is a major concern for the motion picture industry. While 
unauthorized copies of movies have been distributed via portable physical media for some time, 
low-cost, high-bandwidth Internet connections and peer-to-peer file sharing networks provide highly 
efficient distribution media. Many movies are showing up on file sharing networks shortly after, and 
in some cases prior to, theatrical release. It has been argued that the availability of unauthorized 
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